Reliable identification is essential in e-health and telemedicine applications. This necessitates a secure and trustworthy method of communication and collaboration between parties, which depends on common acceptance. This in turn is related to privacy and ethical matters. Different technologies, including biometrics and RFID, allow high levels of security and safety in identifying both human beings and goods. However, the diffusion of standards relating to identity management in e-health is far from satisfactory. In order to support standardization in e-health, the European Commission funded the BioHealth project. This project has proved to be useful in promoting standards and creating awareness among the stakeholders.
Introduction
If patients are not confident that their information is acquired, transmitted and stored in a secure and confidential way, they will probably not be keen to reveal accurate and complete information. If health-care providers are not confident that the organization responsible for the management of the records will keep them secure and confidential, they will probably limit the disclosure of data. In both cases, these limitations of trust lead to inferior health care. 1 In the identity-management context, other psychological barriers may be caused by the patients' concerns of being harmed by the identification devices. For example, iris recognition may be suspected by someone of causing damage to the eyes, and RFID systems are sometimes suggested as a source of electromagnetic pollution. The correct response to these concerns is to ensure that identification devices comply with the appropriate safety standards.
Security, safety and privacy
Security, safety and privacy need to be properly addressed before establishing an identity-management system. They may be considered as part of a triangle (Figure 1 ).
Security
The security requirements in the medical context are not very different, technically speaking, from those in other domains. Health-care applications base their security on authentication (identification and verification), identity management, confidentiality and integrity, as well as availability and accountability. 2, 3 Safety Safety aspects related to mechanical, electrical and electromagnetic safety play a crucial role in identity management because, within the health sector, safety of patients overrules virtually any other legislation, both in normal and emergency operations. Any technology applied in health care needs to strictly and comprehensively address the safety requirements derived from relevant legislation and ethical rules. 4 Regarding identity management in particular, there are different sources of concern for safety. For example, in biometric authentication, the possibility of being infected by touching the sensors (e.g. fingerprint readers) is considered by some people to be a potential threat. If the biometric sensors use the eye as a source of information, some concerns may arise due to illumination. For example, iris recognition systems may be equipped with LEDs (light-emitting diodes) which diffuse near-infrared light (NIR) to improve iris details with dark irises. Unlike ultraviolet light, IR does not have sufficient energy to produce photochemical damage, but NIR illuminators may pose safety concerns since the eye does not respond to NIR and does not protect itself by pupil contraction, avoidance or blinking, as occurs with visible light. Iris-recognition devices must comply with several standards. Even though the standardization of LEDs is still in progress, the following documents may be relevant:
(1) American National Standard Z136. In RFID systems, there may also be concerns regarding the potential electromagnetic pollution caused.
Privacy
Increasing concern for individuals' privacy and confidentiality coupled with a growing body of legislation and codes of practice governing the use of personal and health data means that sharing health data poses technical, organizational and ethical challenges. 5 A privacy impact assessment is particularly useful when implementing new identity-management technologies such as biometrics or RFID, as it can avoid possible privacy infringements and the eventual costs of rectification later. In the case of biometrics, an appropriate framework for privacy is the OECD guidance. 6 In the case of RFID, privacy is the subject of a growing number of documents. 7 -9 Other standardization matters
Compromising the integrity of a hospital's IT infrastructure is likely to have unfortunate consequences, including the risk of significant financial losses. Consequently, there is a requirement to protect information and to manage the security of information and communication systems. In this context, the ISO/IEC 20000 standard plays a particular role since it benchmarks the capability of organizations to deliver managed services, measure service levels and assess performance. The implementation of ISO/IEC 20000 reduces operational exposure to risk, meets contractual and tendering requirements, demonstrates service quality and ensures the delivery of the best possible service. Regarding software asset management, the implementation of ISO/ IEC standard 19770-1:2006 (Information technology -Software asset management -Part 1: Processes) enables organizations to benchmark their ability to deliver services, measure service levels and assess performance. Until now, only a few organizations have been able to implement a comprehensive asset management strategy allowing potential savings in licence costs and maintenance fees.
European project
The general complexity of identity management is increased by other factors. For example, it is clear that in biometrics and RFID, their borders with privacy are blurred and these borders change in time as public perception changes. Furthermore, the differences from country to country, which characterize the context of data protection, add a further element of complexity.
In order to support standardization in e-health, the European Commission funded the BioHealth project. 10 Some findings were:
(1) although e-health stakeholders agree that electronic medical records offer the promise of improved care and increased efficiency, they also agree that introducing information technology into health care may create new generalized risks to privacy. These concerns may be hindering the implementation of large scale identity-management applications; (2) a well targeted promotion of standardization is generally very effective. Finding appropriate e-health stakeholders who are able to understand the importance of the new identity management tools may facilitate their diffusion; (3) the communication concerning the benefits of standardization should be provided in a user-friendly way. Since the context of standards is often seen as complex and technically sophisticated, presentations, videos, animations or simulations concerning practical cases are more effective in promoting the benefits of standardization than strictly technical discussions; (4) a centre of European competence on identity management issues could be of great benefit. Even though specific organizations already provide expert opinions on questions of data protection, the increasing importance of biometrics and RFID probably requires a more specific approach.
In the context of European identity management in e-health, a strong message is provided by the work programme of the Art. 29 Working Party (an independent European advisory body on data protection and privacy). This working party is considering the matter of ensuring data protection in relation to new technologies. In particular, its activity in identity management will address biometrics, RFID and electronic patient records.
Conclusions
Reliable identification is the basis for all advanced security and safety concepts. This is particularly true for e-health information or telemedicine applications which require an empowerment of all parties. These applications require a secure and trustworthy method of communication and collaboration, and they depend on common acceptance which, in turn, is related to privacy and ethical matters. Different technologies, including biometrics and RFID, allow high levels of security and safety in identifying both human beings and goods. However, the diffusion of standards relating to identity management in e-health is far from satisfactory. The BioHealth project has proved to be useful in promoting standards and creating awareness among the stakeholders.
